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Chapter 1. Overview

1.1. About this document

This document describes the Voice Record Lab APl which allows to record voice call data objects persistently.

1.2. Change history

Table 1.1. Change history of the Voice Record Lab APl documentation

Version Changes to the previous version

Labs-1.0 Release of Voice Record Lab API

1.3. Feedback

We welcome vyour suggestions, comments, and questions. The Developer Garden (at
www.developergarden.com [http://www.developergarden.com]) is available for exchanges between service
users.

1.4. Copyright

This user documentation is copyright protected. All rights reserved.

For more detailed legal notices and information about copyright, see the Developer Garden [http://
www.developergarden.com].
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One thing that stands out immediately is that voice is still missing as a data object in Web 2.0, except of
podcasts. Even if the Web aims to integrate all media contents, voice content is still scarcely contained in
Web pages. The main content types are text, images and video. Voice integration is mainly limited to click-
to-call and Podcast.

Voice is still not considered a mainstream web media, such as images or even video. It is not really "mash-
able", it is missing tools and most web developers are unfamiliar with it. However, voice is a core asset of
telecommunication providers such as Deutsche Telekom AG, due their core business is communication and
more specific voice call based communication!

Tim O'Reilly’s famous definition of "What is Web 2.0" [0'Reilly Web 2.0] illustrated several aspects of what
is characteristic of Web 2.0. Among other things, he stated that every significant Web 2.0 application to date
has been backed by specialized data. Just to name a few among the top US Web companies, images are the
data asset of Flickr, YouTube deals with videos, Amazon handles enriched product data, Google's data assets
are indexed web pages and targeting information and so on.

Voice calls/conversations stored as persistent \Web data objects are a valuable data assets too! They should
be applicable to typical Web 2.0 alike mechanisms. They should be "mashable”, due they should be stored in
Web storages and should be accessible from Web applications via permalinks and HTML mashup code just as
YouTube videos or Flickr images are.

The opportunities of voice call data objects are manifold - ranging from voice messaging to voice conversa-
tions. Voice call data objects allow to record one-way voice messages and publish them in the web (e.g. voice
comments).

But voice messages can never substitute text messages, as text can be much faster picked up. Voice can not be
"fast forwarded" and today there is no mainstream mechanism to automatically detect key words and search
phrases. Still voice has advantages in certain areas:

« It transports emotions, which are certainly important in social networks.

* |t can be used for fun messages.

« It can be used for personalization (a voice is as important as a picture).

« It can be quite useful in mobile scenarios (with optional Speech-to-Text features).

The heart of voice call data objects is that voice calls result in data objects storing telephone calls or conver-
sations persistently. Voice call data objects can be linked and mashed up within web and enterprise applica-
tions comparable to the linkage of YouTube videos or Flickr images in today’s web applications. Voice call data
objects enable web (and enterprise) applications to integrate voice messaging and conversation functions.

They are "mashable", due they are be stored in Web storages and are accessible from Web applications via
permalinks and HTML mashup code just as YouTube videos or Flickrimages are. The publishing and mashup of
voice data objects within mashups is supported by a voice data audio player which is started when accessing
voice data object via the corresponding permalink.

Recent trends in social networking show, that there is an accelerating demand for voice messaging within
social networks such as Facebook. Voice messages are much more personal and emationally than text mes-
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sages. This may fit well into "social" netwarks. Leaving voice comments on web pages may be attractive and
comfortable to users as well and allows the users to leave emotional comments in blogs, product descriptions
of merchants or in online media.
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Chapter 3. Voice Record Lab API

3.1. Overview

The Voice Record Lab API allows to record voice calls. It initiates calls to a given phone number and prompts
the user for voice input. The Voice Record Lab API stores the resulting voice call data object and returns a URL
linking to the voice call data object and a URL to a corresponding built-in player provided by the service. The
voice call data object can be played with the build-in player or any other player (e.g. preferred external player
of the user) as well.

The Voice Record Service offers SOAP and REST interfaces. Section 3.2, “Voice Record Java SDK” describes
a Java Voice Record SDK supplied in order to conveniently interact with the Voice Record Interface described
in Section 3.3, “Voi ceRecor d Interface”. Section 3.5, “VoiceRecord REST Interface” introduces the REST
interface.

3.2. Voice Record Java SDK

In order to use the Voice Record Lab API conveniently a Voice Record Java SDK is supplied. The SDK is available
under Apache License version 2.0 [http://www.apache.org/licenses/LICENSE-2.0].

System Requirements

» Developer Garden Java SDK version 2.5.4 or higher
* Sun DK 1.5 or higher

The method signatures and parameters of the Voice Record SDK are aligned with the Voi ceRecor d Inter-
face described in the following section. For more details please refer to the JavaDoc of Voice Record SDK in-
cluded in the SDK.

3.3. Voi ceRecor d Interface

The Voice Record Lab APl is realized by the component Voi ceRecor d, which provides methods to create a
voice call data object (cr eat eVoi ceRecor d), to query status information about the voice call data object
(get Voi ceRecor dSt at us), to retrieve the voice call data object Meta information (get Voi ceRecor d)
and to delete a voice call object (del et eVoi ceRecor d). These methods will be described in the following
sections.

3.3.1. Method cr eat eVoi ceRecord

The method cr eat eVoi ceRecor d initiates the recording of a voice data object. First, it establishes a phone
call to the given phone number and prompts the called party for voice input by means of playing a welcome
message. Afterwards, the voice input of the callee is recorded and a goodbye message is played. The resulting
voice call data object is stored persistently.

Welcome and goodbye message can be supplied as optional parameter by means of URLs pointing to existing
voice call data objects. These voice call data objects have to be recorded beforehand. Future versions of the
Voice Record Lab API will provide the opportunity to supply URLs to any other audio file used as welcome or
goodbye message. The audio format WAV (PCM A-law uncompressed, 8 Bit, mono, 8kHz) is used for all voice
call data objects, i.e. recorded voice call data object and welcome / goodbye message.
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The methaod cr eat eVoi ceRecor d utilizes an asynchronous behaviar. It returns immediately checking the
validity of input parameters, because otherwise the method call would block until the callee finishes the
recording and hangs up.

The method cr eat eVoi ceRecor d returns a reference to the voice call data object to be recorded which is
required to request status information about the call establishment und voice recording. In order to retrieve

this status information, the get Voi ceRecor dSt at us method has to be invoked.

Table 3.1. Parameter list of method cr eat eVoi ceRecor d

Name

Description

recor di ngPhoneNo

The underlying voice application calls this phone
number and prompts the callee for the voice mes-
sage to be stored.

start Ti me (optional)

The call establishment will be started at the given
date and time. The st art Ti nme needs to be be-
tween now and 24 hours in the future.

Ifnostart Ti meis specified, the call will be estab-
lished immediately.

wel comeMsgMedi aCbj Ref (optional)

URL reference to a voice call data object that stores
an individual welcome message prompt.

If no welcome message prompt is specified, the de-
fault prompt is used.

goodbyeMsgMedi aCbj Ref (optional)

URL reference to a voice call data object that stores
anindividual goodbye message prompt which will be
played at the end of the recording.

If no goodbye message prompt is specified, the de-
fault goodbye message promt is used.

cannot Hear YouMsgMedi aChj Ref (optional)

URL reference to a voice call data object that stores
an individual message prompt which will be played
when the callee speaks not loud enough.

If no message prompt is specified, the default mes-
sage prompt is used.

maxRecor di ngTi e (optional)

An application specific maximum recording time for
a voice call data object in seconds. This timeout can
be used to override the system specific timeout of
30 minutes (1800 seconds), if it is too large. Maxi-
mum recording times larger than 30 minutes are for-
bidden.

Table 3.2. Response of method cr eat eVoi ceRecord

Name

Description

medi aObj Ref

Unigue references to voice call data object to be
recorded. The reference is required in order to get ei-
ther the status or the voice call data object itself.
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Table 3.3. Exceptions of method cr eat eVoi ceRecord

Name

Description

i nval i dPhoneNumnber

The r ecor di ngPhoneNo number is invalid.

wel comeMsgNot Exi st s

The wel coneMsgMedi aCbj Ref does not exist.

goodbyeMsgNot Exi st's

The goodbyeMsgMedi aCbj Ref does not exist.

cannot Hear YouMsgNot EXi st s

The cannot Hear YouMsgMedi aCbj Ref does
not exist.

i nval idStart Ti me

Thest art Ti e liesin the past already or lies more
than 24 hours in the future.

i nt ernal Error

Internal system error.

The method get Voi ceRecor dSt at us returns the status of the voice call data object and the call
establishment process. Due to the asynchronous nature of the creat eVoi ceRecor d method, the
get Voi ceRecor dSt at us method has to be used in order to check if the call could be established suc-
cessfully or not. The method returns whether the call is queued for execution, whether the phone is ringing,
whether the callee did not answer, whether the recording of the voice call data object is in progress, was fin-
ished successfully or was aborted by the callee. This method is called best within a loop prior to accessing the
voice call data object with the get Voi ceRecor d method.

Table 3.4. Parameter list of method get Voi ceRecor dSt at us

Name

Description

medi aObj Ref

Unigue reference to a voice call data object.
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Table 3.5. Response of method get Voi ceRecor dSt at us

Name Description

nmedi aCbj St at us Status of the voice call data object:
* Queued

Outbound call is queued for execution.
» Recording

Recording of the voice call data object is in
progress.

* Fi ni shed

Recording of the voice call data object has been
finished normally.

- Aborted

Recording of the voice call data object has been
aborted by the callee.

« Error

An error occurred during recording of the voice call
data object.

Table 3.6. Exceptions of method get Voi ceRecor dSt at us

Name Description

i nval i dMedi aObj Ref The medi aObj Ref isinvalid and does not point to
a valid voice call data object.

i nternal Error Internal system error.

The method get Voi ceRecor d returns meta information required to access a voice call data object. The
meta information comprises a media object URL linking to a voice call data object, a media object player URL
to a corresponding built-in player provided by the service and a string containing HTML code fragment which
can be used to embed the voice call data object into a Web page.

Table 3.7. Parameter list of method get Voi ceRecord

Name Description

medi atbj Ref Unigue reference to a voice call data object.
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Table 3.8. Response of method get Voi ceRecor d

Name Description

medi albj ect | nfo Media object information holder that contains the
following information:

- nmedi aCbj ect URL

A URL reference that links to the voice call data
object directly.

+ medi aCbj ect Pl ayer URL

A URL reference that links to the built-in audio
player for that voice call data object.

- nedi atbj ect Pl ayer Ht nl Code

AnHTML code fragment which can be used to em-
bed the voice call data object into a Web page.

Table 3.9. Exceptions of method get Voi ceRecor d

Name Description

i nval i dMedi aCbj Ref The medi aObj Ref isinvalid and does not point to
a valid voice call data object.

i nternal Error Internal system error.

The method del et eVoi ceRecor d deletes a voice call data object referenced by a unigue identifier.

Table 3.10. Parameter list of method del et eVoi ceRecor d

Name Description

medi aObj Ref Unigue reference to a voice call data object.

Table 3.11. Response of method del et eVoi ceRecord

Name Description

del et edCont ent Si ze Size of the voice call data object that has been delet-
ed successfully in bytes.

Table 312. Exceptions of method del et eVoi ceRecor d

Name Description

i nval i dMedi aObj Ref The medi aObj Ref isinvalid and does not point to
a valid voice call data object.

i nternal Error Internal system error.




developer Voice Record Lab API

garden_,_,
3.4. Interaction schema

The following message sequence chart shows a typical interaction schema between applications using the
Voice Record SDK and the Voice Record Lab API:

Figure 3.1. Typical interaction schema

Application Enabling Service

Voice Record

Application Voice Record SDK Factory

createVoiceRecord I

createVoiceRecord
|

Return objectRef

Call phone number and prompt callee.

| I i B
I Record voice call data object.
I I i B
I
I

Store voice call data object.

getVoiceRecordStatus

getVoiceRecordStatus
|

Loop

Get status of call establishment
and voice call data object.

Return status
|

Return status

getVoiceRecord

getVoiceRecord
|

Get voice call data object meta data.
(media object URL,

media object player URL
and HTML code fragment)

Return metadata
|

Return meta data

deleteVoiceRecord |
deleteVoiceRecord

Delete voice call data object.

Return size
|

Return size

3.5. VoiceRecord REST Interface

The VoiceRecord REST Interface is very similar to the Developer Garden REST Interface. Therefore, to invoke
a REST method, the aquisition of a security token from the Security Token Server is required.
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The only difference is that the authentication token for the Voice Record Lab API has to be obtained from a
different path at the Security Token Server:

Path for Developer Garden Services https://sts.idm.telekom.com/rest-vl/tokens/odg

Path for Voice Record Lab API https://sts.idm.telekom.com/rest-v1/
tokens/voicerecording

For further information on this procedure, please see the Appendix of the Developer Garden Documentation
[http://www.developergarden.com/openapi/dokumentation].

This ressource realizes the method cr eat eVoi ceRecor d

Table 3.13. REST resource information for REST Method: Initiate recording of a voice data record

HTTP Method PCST

REST URL https://esg.i 3al ab. net/ es-odg/
voi cerecord-service/rest/
<envi ronnent >/ voi cer ecord

Table 3.14. REST resource path for REST Method: Initiate recording of a voice data record

Path element Meaning

/ esg.i 3al ab. net/ es- odg/ URL of the REST interface
voi cer ecord-service/rest

/ <environment> The environment in which the service should be
used. Possible values are:

e production
» sandbox

* nmock

/voi cerecord

Table 3.15. Request Parameters for REST Method: Initiate recording of a voice data record

Name Description

recor di ngPhoneNo The underlying voice application calls this phone
number and prompts the callee for the voice mes-
sage to be stored.

start Ti ne (optional) The call establishment will be started at the given
date and time. The st art Ti me needs to be be-
tween now and 24 hours in the future.

Ifnostart Ti meis specified, the call will be estab-
lished immediately.

The format follows 1SO08601 specification.

10
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Name Description

wel comeMsgMedi aChj Ref (optional) URL reference to a voice call data object that stores
an individual welcome message prompt.

If no welcome message prompt is specified, the de-
fault prompt is used.

goodbyeMsgMedi aObj Ref (optional) URL reference to a voice call data object that stores
anindividual goodbye message prompt which will be
played at the end of the recording.

If no goodbye message prompt is specified, the de-
fault goodbye message promt is used.

cannot Hear YouMsgMedi aChj Ref (optional) | URL reference to a voice call data object that stores
an individual message prompt which will be played
when the callee speaks not loud enough.

If no message prompt is specified, the default mes-
sage prompt is used.

maxRecor di ngTi ne (optional) An application specific maximum recording time for
a voice call data object in seconds. This timeout can
be used to override the system specific timeout of
30 minutes (1800 seconds), if it is too large. Maxi-
mum recording times larger than 30 minutes are for-
bidden.

Example 3.1. REST request for Method: Initiate recording of a voice data record

POST / es-odg/ voi cer ecor d-servi ce/rest/production/voi cerecord/ HITP/ 1.1
Host: esg.i 3al ab. net

Aut hori zation: TAuth real n¥"https://odg.t-online.de",tauth_token="<token>"
Accept: application/json

Content-type: application/x-ww-formurlencoded

Cont ent - Lengt h: 59

recor di ngPhoneNo=016097xxxxxx&st art Ti me=2010- 06- 01T12: 30: 00

Example 3.2. REST response for Method: Initiate recording of a voice data record
HTTP/ 1.1 200 OK

Transf er - Encodi ng: chunked

Date: Tue, 01 Jun 2010 12:30: 01 GVI

Cont ent - Type: application/json

{"medi atbj ect Ref ": " nbSIWSGs CHIMNDY5gNMVYDHR7- XxXXXXXXXX- 1234567890000- 1234567890000" }

Table 3.16. Return values for REST Method: Initiate recording of a voice data record

Field Meaning

medi aObj Ref Unigue references to voice call data object to be
recorded. The reference is required in order to get ei-
ther the status or the voice call data object itself.

n
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Table 3.17. Return codes for REST Method: Initiate recording of a voice data record

REST HTTP code Message (response body in case of error)
200 oK
400 No phone number was given.
400 The number format is invalid.
400 The number is not allowed.
400 Schedule time format is invalid.
400 Schedule time is invalid.
400 The schedule time exceeded: the number of days un-

til the recording will start is higher than the limit.

401 Token is invalid.

403 Required permissions are missing.
403 The number is not allowed.

404 The environment is invalid.

404 Invalid welcome message URL.

404 Invalid goodbye message URL.

404 Invalid cannot hear you message URL.
406 The accept header is unknown.

500 An internal error occurred.

In case of an error, the detail message is returned as response body:

Example 3.3. Example REST error response

HTTP/ 1.1 404 Not Found

Transf er - Encodi ng: chunked

Date: Tue, 01 Jun 2010 12:50:01 GVl
Cont ent - Lengt h: 38

Cont ent - Type: text/plain

Vary: Accept-Encodi ng

The medi a object reference is invalid.

3.5.2. REST Method: Return status and meta-information of a
voice record

This ressource combines the methods get Voi ceRecor dSt at us and get Voi ceRecor d. It returns both
the status of the voice call data object and the call establishment process as well as meta information required
to access and play a voice call data object.

Table 3.18. REST resource information for REST Method: Return status and meta-information of a voice record

HTTP Method CGET

12
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REST URL

https://esg.i 3al ab. net/ es-odg/
voi cerecord-service/rest/
<envi ronment >/ voi cer ecor d/ <ne-
di aobj ref >

Table 3.19. REST resource path for REST Method: Return status and meta-information of a voice record

Path element

Meaning

https://esg.i 3al ab. net/ es- odg/
voi cer ecord-service/rest

URL of the REST interface

/ <environment>

The environment in which the service should be
used. Possible values are:

e production
» sandbox

* mock

/ voi cerecord

/ <mediaobjref>

Unique reference to a voice call data object.

This method has no parameters.

Example 3.4. REST request for Method: Return status and meta-information of a voice record

GET / es-odg/ voi cerecord-servi ce/rest/production/voi cerecord/ moSIwSGs CH3MINDY5gNmVYDHRY? -

XXXXXXXXX-1275657380075- 1275561000000 HTTP/ 1.1
Host: esg.i 3al ab. net

Aut hori zati on:
Accept: application/json

TAuth real m="https://odg.t-online.de",tauth_t oken="<token>"

Example 3.5. REST response for Method: Return status and meta-information of a voice record

HTTP/ 1.1 200 K

Tr ansf er - Encodi ng: chunked

Date: Tue, 01 Jun 2010 12:31:00 GMI
Cont ent - Type: application/json
{

"medi atoj ect St atus”: "Fini shed",
"medi atoj ect Pl ayer Ht ml Code":
type=\"application/ x-shockwave-f | ash\ "
dat a=\ " VCDOPI ayer . swf\" wi dt h=\"140\"
nane=\"flashfile\" id=\"flashfile\">

hei ght =\ " 20\ "

"<obj ect codebase=\http://esg.i 3al ab. net/web_voi cerecord/\

hspace=\"0\" vspace=\"0\"

<par am nane=\"novi e\" val ue=\"VCDOP| ayer.swf\"/>

<par am nanme=\"Fl ashVar s\ "val ue=\"vcdoFi | eURL=ht t p%BAYR2F%2Fesg. i 3al ab. net %2F
web_nedi aobj ect st or eadapt er %2FMedi aCont ent Loader Ser vl et ¥8Fnedi atbj ect Ref ¥8D

D SIWSGs CH3MANDY5gNMVYDHR7 - XXX XXXXXX- 1275657380075- 1275561000000%26as MP3%8Dt r ue\ "/ >
<par am nanme=\"Al | owScri pt Access\" val ue=\"al ways\"/>

<\/ obj ect >",

"medi atbj ect Pl ayer URL": "http://esg. i 3al ab. net/web_voi cerecord/ pl ayer . j sp?nedi atbj ect Ref =
D SIWSGs CH3MANDY5gNMVYDHR7 - XXX XXXXXX- 1275657380075- 1275561000000" ,
"medi atbj ect URL": "http://esg.i 3al ab. net/web_nedi aobj ect st or eadapt er/

Medi aCont ent Loader Ser vl et ?nedi aCbj ect Ref =

M0 SIWSGs CH3MNDY5gNMVYDHR7 - XXX XXXXXX- 1275657380075-1275561000000"

}

13




developer

garden_,_,

Voice Record Lab API

Table 3.20. Return values for REST Method: Return status and meta-information of a voice record

Field

Meaning

nmedi aCbj St at us

Status of the voice call data object:
* Queued

Outbound call is queued for execution.
» Recording

Recording of the voice call data object is in
progress.

* Fi ni shed

Recording of the voice call data object has been
finished normally.

- Aborted

Recording of the voice call data object has been
aborted by the callee.

« Error

An error occurred during recording of the voice call
data object.

medi aCbj ect URL

A URL reference that links to the voice call data ob-
ject directly.

medi aCbj ect Pl ayer URL

A URL reference that links to the built-in audio play-
er for that voice call data object.

nmedi aObj ect Pl ayer Ht m Code

An HTML code fragment which can be used to em-
bed the voice call data object into a Web page.

Table 3.21. Return codes for REST Method: Return status of a voice data record

REST HTTP code Message (response body in case of error)
200 oK
401 Token is invalid.
403 Required permissions are missing.
404 The environment is invalid.
404 The media object reference is invalid.
406 The accept header is unknown.
500 An internal error occurred.

In case of an error, the detail message is returned as response body:
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Example 3.6. Example REST error response

HTTP/ 1.1 404 Not Found

Transf er- Encodi ng: chunked

Date: Tue, 01 Jun 2010 12:50: 01 GVI
Content - Lengt h: 38

Content - Type: text/plain

Vary: Accept - Encodi ng

The nmedi a object reference is invalid.

This ressource realizes the method del et eVoi ceRecor d.

Table 3.22. REST resource information for REST Method: Delete voice record

HTTP Method DELETE

REST URL https://esg.i 3al ab. net/ es-odg/
voi cerecord-service/rest/
<envi ronnent >/ voi cer ecor d/ <me-
di aobj ref >

Table 3.23. REST resource path for REST Method: Delete voice record

Path element Meaning

https://esg.i 3al ab. net/ es-odg/ URL of the REST interface
voi cerecord-servicel/rest

/ <environment> The environment in which the service should be
used. Possible values are:

« production

« sandbox
« nock
/voi cerecord
/ <mediaobjref> Unigue reference to a voice call data object.

This method has no parameters.

Example 3.7. REST request for Method: Delete voice recard

DELETE / es- odg/ voi cer ecord-servi ce/ rest/ producti on/ voi cer ecor d/ mroSIwSGs CH3MNDY5gNMVYDHR? -
XXXXXXXXX-1275657380075- 1275561000000 HTTP/ 1. 1

Host: esg.i 3al ab. net

Aut hori zation: TAuth real m="https://odg.t-online.de",tauth_token="<token>"

Accept: application/json

15
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Example 3.8. REST response for Method: Delete voice record

HTTP/ 1.1 200 K

Transf er- Encodi ng: chunked

Date: Tue, 01 Jun 2010 12:40: 00 GVI
Cont ent - Type: application/json

{"del et edContent Si ze": "24896"}

Table 3.24. Return values for REST Method: Delete voice record

Field Meaning

del et edCont ent Si ze Size of the voice call data object that has been delet-
ed successfully in Bytes.
Table 3.25. Return codes for REST Method: Delete vaice record
REST HTTP code Message (response body in case of error)

200 0K
401 Token is invalid.
403 Required permissions are missing.
404 The environment is invalid.
404 The media object reference is invalid.
406 The accept header is unknown.
500 An internal error occurred.

In case of an error, the detail message is returned as response body:

Example 3.9. Example REST error response

HTTP/ 1.1 404 Not Found

Tr ansf er - Encodi ng: chunked

Date: Tue, 01 Jun 2010 12:50:01 GVl
Cont ent - Lengt h: 38

Cont ent - Type: text/plain

Vary: Accept-Encodi ng

The nedi a obj ect reference is invalid.

In the Mock environment only specific virtual phone numbers are allowed. The virtual phone numbers are
constructed according to the following rules and lead to specific simulated behavior. If the number indicates
successful recarding, a default media object will be created:

Table 3.26. Phone number rules for the mock environment

Phone number Rule

+4932-000-0-p-m callee picks up after p seconds and leaves a message
of m seconds.

16
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Phone number

Rule

+4932-000-1-p-m

callee picks up after p seconds but then aborts after
m seconds.

+4932-000-2-p-m

callee picks up after p seconds but after m seconds
an error occures.

+4932-000-3 callee doesn't pick up.
value range for p 0-99
value range form 0-999

7
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